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→ Есть ли предположения о распределении нормальных наблюдений?

→ Есть какие-то априорные представления по доле выбросов?

→ Разве эта задача принципиально отличается от кластеризации?



2. Классические предположения

→ Нормальные наблюдения лежат “кучно” – близко друг к другу, а выбросы – 
“некучно” (2002)1

https://direct.mit.edu/books/book/1821/Learning-with-KernelsSupport-Vector-Machines1
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распределении выбросов (2002)1

→ Обычно понимаем задачу semi-supervised или unsupervised 

(именно для табличных данных! тк насэмплировать репрезентативный train для 
шума очень сложно)

→ Если не указано иное, решаем стационарную задачу (аномальность не 
меняется со временем) – хотя на практике это почти никогда не так

https://direct.mit.edu/books/book/1821/Learning-with-KernelsSupport-Vector-Machines1
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3. Табличные методы

https://scikit-learn.org/stable/modules/outlier_detection.html

https://scikit-learn.org/stable/modules/outlier_detection.html


4. Автокодировщики

https://www.kaggle.com/code/robinteuwens/anomaly-detection-with-auto-encoders

https://fraud-detection-handbook.github.io/fraud-detection-handbook/Chapter_7_DeepLearning/Autoencoders.html

Encoder часть Decoder частьЭмбеддинг

https://www.kaggle.com/code/robinteuwens/anomaly-detection-with-auto-encoders
https://fraud-detection-handbook.github.io/fraud-detection-handbook/Chapter_7_DeepLearning/Autoencoders.html


6. Сверточные автокодировщики (CAE)
Пример сверточного автокодировщика (2016)

https://arxiv.org/pdf/1711.08763.pdf

https://onlinelibrary.wiley.com/doi/full/10.1002/smll.202205977

Variational Convolutional Autoencoders for Anomaly Detection in Scanning Transmission 
Electron Microscopy (2022)

Convolutional Autoencoder-Based Anomaly Detection for Photovoltaic Power Forecasting of 
Virtual Power Plants (2023)

https://arxiv.org/abs/2311.04351

A Deep Learning Approach to Video Anomaly Detection using Convolutional Autoencoders (7 
ноября 2023)

https://www.mdpi.com/1996-1073/16/14/5293

Рембрандт

Encoder часть Decoder часть

https://arxiv.org/pdf/1711.08763.pdf
https://onlinelibrary.wiley.com/doi/full/10.1002/smll.202205977
https://arxiv.org/abs/2311.04351
https://www.mdpi.com/1996-1073/16/14/5293


7. SOTA в задаче Image AD

https://paperswithcode.com/sota/anomaly-detection-on-mvtec-ad

https://paperswithcode.com/sota/anomaly-detection-on-mvtec-ad


8. SOTA-архитектура в Image AD

https://arxiv.org/pdf/2303.14535v2.pdf

Efficient AD

Figure 5. <…> The anomaly on the left is a foreign object in the form of a small metal washer at the end of the cable. It is visible in the local anomaly map 
because the outputs of the student and the teacher differ. 
The logical anomaly on the right is the presence of a second cable. The autoencoder fails to reconstruct the two cables on the right in the feature space of 
the teacher. The student also predicts the output of the autoencoder in addition to that of the teacher. Because its receptive field is restricted to small 
patches of the image, it is not influenced by the presence of the additional red cable. This causes the outputs of the autoencoder and the student to differ. 
“Diff” refers to computing the element-wise squared difference between two collections of output feature maps and computing its average across feature 
maps. <…> 

https://arxiv.org/pdf/2303.14535v2.pdf


9. SOTA в задаче Image AD

https://arxiv.org/pdf/2205.11474v2.pdf

https://paperswithcode.com/sota/anomaly-detection-on-one-class-cifar-10

“Despite the overall strong performance of standard 
classifiers, we find that semi-supervised one-class methods 
are more robust to the choice of OE when only few OE 
examples are available.”

https://github.com/openai/CLIP

https://arxiv.org/pdf/2205.11474v2.pdf
https://paperswithcode.com/sota/anomaly-detection-on-one-class-cifar-10
https://github.com/openai/CLIP


Rethinking Assumptions in Deep Anomaly Detection (2020)

https://arxiv.org/abs/2006.00339

10. Отличия в картинках серьезные

“classifiers trained to discern between normal samples 
and just a few (64) random natural images are able to 
outperform the current state of the art in deep AD.”

* on ImageNet

https://arxiv.org/abs/2006.00339
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2. Долго шли

https://arxiv.org/pdf/2106.07178.pdf

https://arxiv.org/pdf/2106.07178.pdf


1. И тут автоэнкодеры!

https://arxiv.org/pdf/2106.07178.pdf

https://arxiv.org/pdf/2106.07178.pdf


3. Графовые автокодировщики – GAE (2016)

Encoder часть

https://arxiv.org/pdf/1611.07308.pdf
https://www.youtube.com/watch?v=qA6U4nIK62E
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Decoder часть

𝑎'( = 𝜎(0𝒙𝒊 ∗ 0𝒙𝒋
*)

𝑎____ = 𝜎( 1, 4 ∗ [3, 5]*)

https://www.youtube.com/watch?v=qA6U4nIK62E

𝑎____ = 𝜎( 3, 5 ∗ [6, 2]*)

𝑎____ = 𝜎( 1, 4 ∗ [6, 2]*)

“inner product decoder”

min 𝐴 − 𝜎( !𝑋 ∗ !𝑋*)

https://arxiv.org/pdf/1611.07308.pdf
https://www.youtube.com/watch?v=qA6U4nIK62E


4. Классический VAE (2013)

https://arxiv.org/abs/1312.6114
Auto-Encoding Variational Bayes

https://lilianweng.github.io/posts/2018-08-12-vae/

Illustration of variational autoencoder model with the multivariate Gaussian assumption.

𝐾𝐿(𝑁(𝜇, 𝜎%) 𝑁 0, 1 =
1
2
(−𝑙𝑜𝑔𝜎% + 𝜇% + 𝜎% − 1)

https://arxiv.org/abs/1312.6114
https://lilianweng.github.io/posts/2018-08-12-vae/
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𝜇

log 𝜎

𝜇 и log 𝜎 -- это вектора!

+ регуляризация

min 𝐴 − 𝜎( !𝑋 ∗ !𝑋*)

𝐾𝐿(𝑁(𝜇, 𝜎%) 𝑁 0, 1

=
1
2
(𝜇% + 𝜎% − 1 − 2 𝑙𝑜𝑔𝜎 )

https://pytorch-geometric.readthedocs.io/en/latest/_modules/torch_geometric/nn/models/autoencoder.html

https://arxiv.org/pdf/1611.07308.pdf
https://www.youtube.com/watch?v=qA6U4nIK62E
https://pytorch-geometric.readthedocs.io/en/latest/_modules/torch_geometric/nn/models/autoencoder.html


https://pytorch-geometric.readthedocs.io/en/latest/_modules/torch_geometric/nn/models/autoencoder.html

5. torch_geometric.nn.models.autoencoder

→ GAE

→ VGAE

→ ARGA

→ ARGVA

https://pytorch-geometric.readthedocs.io/en/latest/_modules/torch_geometric/nn/models/autoencoder.html


5. Графовые автокодировщики – MASKGAE (2023)

https://arxiv.org/pdf/2205.10053.pdf
What’s Behind the Mask: Understanding Masked Graph Modeling for Graph Autoencoders

https://arxiv.org/pdf/2205.10053.pdf
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5. Графовые автокодировщики – MASKGAE (2023)

https://arxiv.org/pdf/2205.10053.pdf
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1. Статья и бенчмарки

BOND: Benchmarking Unsupervised Outlier Node Detection 
on Static Attributed Graphs (2022) https://arxiv.org/abs/2206.10071

https://github.com/pygod-team/pygod

Python library for graph outlier detection (anomaly detection)

https://github.com/FelixDJC/Awesome-Graph-Anomaly-Detection
https://github.com/Kaslanarian/SAGOD

https://arxiv.org/abs/2206.10071
https://github.com/pygod-team/pygod
https://github.com/FelixDJC/Awesome-Graph-Anomaly-Detection
https://github.com/Kaslanarian/SAGOD




2. Ключевые поинты

→ Нет универсального метода – зависит и от задачи (структурные аномалии или 
контекстные) и датасета

→ Ближайшего окружения (1-hop) как правило достаточно для детекции 
структурных выбросов

→ DL-методы менее стабильны в терминах дисперсии ROC-AUC

→ На маленьких графах DL-методы проигрывают классическим



3. Anomaly DAE (2020)

https://arxiv.org/pdf/2002.03665.pdf

https://arxiv.org/pdf/2002.03665.pdf


https://arxiv.org/pdf/2209.14930.pdf

4. Состояние на 2022 год

https://arxiv.org/pdf/2209.14930.pdf


Interaction-Focused Anomaly Detection on Bipartite 
Node-and-Edge-Attributed Graphs

https://engineering.grab.com/files/Interaction-Focused%20Anomaly%20Detection%20on%20Bipartite%20Node-and-Edge-Attributed%20Graphs.pdf

5. GraphBEAN (2023)

https://engineering.grab.com/files/Interaction-Focused%20Anomaly%20Detection%20on%20Bipartite%20Node-and-Edge-Attributed%20Graphs.pdf


5. GraphBEAN (2023)

https://engineering.grab.com/files/Interaction-Focused%20Anomaly%20Detection%20on%20Bipartite%20Node-and-Edge-Attributed%20Graphs.pdf

(2 типа вершин – u и v)

https://engineering.grab.com/files/Interaction-Focused%20Anomaly%20Detection%20on%20Bipartite%20Node-and-Edge-Attributed%20Graphs.pdf
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1. Где применяется

→ Детекция фрода и обнала

→ Детекция спамеров и злоумышленников в социальных сетях

→ Да почти везде:

Node embedding-based graph autoencoder outlier detection for adverse pregnancy outcomes
 (14 ноября 2023)

https://www.nature.com/articles/s41598-023-46726-4

https://www.nature.com/articles/s41598-023-46726-4

