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C yero sce Ha4anocb

MpencTaByM YTO eCTb 06YHEHHbIN MHOroKnaccoBbii knaccudukatop P(x) € RC

Kak Bblpa3uTb HanpaBneHne OBUXXEHNSA K KOHKPETHOMY Kraccy class; ?

Vlogp(class; | x)

Camas npocTtad ataka — small norm — Hangem HanMeHsbLLEee &, TaKoe YTO:

argmax p(x + €) # argmax p(x)




C yero sce Ha4anocb

J(Z,0)~ J(x,0)+ (& —x) VuJ(x).
Maximize
J(x,0)+ (& —x) VzJ(x)
subject to
12— zllo <€

= & =z + esign (Vy,J(x)).

http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf
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FGSM (Fast Gradient Signed Method)

O6HOBNATL HE BeCca U UCXOAHOE n3obpaxeHue!

Xaap = X + € Sign (Vx](x: ytrue))

X sign(V, J(6, X, Y)) X +esign(V, J(6, X, Y))
97.3% macaw 88.9% bookcase
J— yHKUMSA noTepb Kraccudukaumm “The sign function is used to ensure that the perturbation is

added in the direction that maximizes the loss function”
Yirue -- NCTUHHAA MeTKa Knacca



FGSM (Fast Gradient Signed Method)

+.007 x
i Sgn(Val(6:.2:9))  ign(v,J(6,2,1))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Figure 1: A demonstration of fast adversarial example generation applied to GoogLeNet (Szegedy
et al., 2014a) on ImageNet. By adding an imperceptibly small vector whose elements are equal to
the sign of the elements of the gradient of the cost function with respect to the input, we can change
GooglLeNet’s classification of the image. Here our € of .007 corresponds to the magnitude of the
smallest bit of an 8 bit image encoding after Googl.eNet’s conversion to real numbers.

Explaining and harnessing adversarial examples, lan Goodfellow et al., Google, (ICLR 2015)
https://arxiv.org/pdf/1412.6572.pdf
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Adversarial examples are not noise!

Ecnun po6asunTtb WymMa — OHM BCe paBHO ocTaHyTcsa adversarial examples



Projected Gradient Descent (PGD)

xo =X
Xt41 = Clip(x, + € sign (Vx](x; ytrue)))

Target Classification (Ls)
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Project Gradient Descent Adversarial Attack against Multisource Remote
Sensing Image Scene Classification (2021) link


https://downloads.hindawi.com/journals/scn/2021/6663028.pdf?_gl=1*zfqn9h*_ga*MTY3NjQyMjE5OS4xNzAyNjcxMDYz*_ga_NF5QFMJT5V*MTcwMjY3MTA2My4xLjAuMTcwMjY3MTA2My42MC4wLjA.&_ga=2.249305543.1599566534.1702671063-1676422199.1702671063

M6 Hawun mopgenv CMUWKOM JIMHEUHDbI?

Ckopee
Hegooby4yeHne Yyem
nepeobyyeHune

http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf
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M6 Hawun mopgenv CMUWKOM JIMHEUHDbI?

http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf

A Ha Kkpasx ewe
YBEPEHHOCTb BbICOKasd

Ckopee
Hegooby4yeHne Yyem
nepeobyyeHune


http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf

M6 Hawun mopgenv CMUWKOM JIMHEUHDbI?

A Ha Kkpasx ewe
YBEPEHHOCTb BbICOKasd

XoTs pasgenawoLas
rMNepnyIoCcKOCTb Morna

http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf

NPOUTK BOT TaK

Ckopee
Hegooby4yeHne Yyem
nepeobyyeHune


http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf

DeepFool

NuHeapwu3zaums pasgensioLlert NoBEPXHOCTH

flx) = fxo) + f'(x)(x = %)

DeepFool: a simple and accurate method to fool deep neural networks (2016)

Algorithm 1 DeepFool for binary classifiers

3O oo B Oy Lh & 00D

input: Image z, classifier f.
output: Perturbation 7.
Initialize g < x, 7 < 0.
while sign(f(x;)) = sign(f(xo)) do
ri ¢~ scgn v (@),
Tit1 & T + T4,
141+ 1.
end while
return7 =) . ;.

https://openaccess.thecvf.com/content cvpr 2016/papers/Moosavi-Dezfooli DeepFool A Simple CVPR 2016 paper.pdf
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Universal Adversarial Perturbation (UAP)

Algorithm 1 Computation of universal perturbations.

Clean Adversarial

1: input: Data points X, classifier I;:, desired £, norm of
the perturbation &, desired accuracy on perturbed sam-
ples 4.

: output: Universal perturbation vector v.

: Initialize v « 0.

: while Err(X,) <1—4do

for each datapoint z; € X do
if k(z; + v) = k(z;) then
Compute the minimal perturbation that
sends x; + v to the decision boundary:

Bee-eater
Snake

Parachute
" Pillow

Av;  argmin |72 s.t. k(z; + v + 1) # k(z;).
8: Update the perturbation:

v Ppe(v+ Avy).

Bell pepper
Strainer

9: end if
10: end for
11: end while

Universal adversarial perturbations

https://openaccess.thecvf.com/content cvpr 2017/papers/Moosavi-Dezfooli Universal Adversarial Perturbations CVPR 2017 paper.pdf
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A ewwie

A eule:

» Carlini-Wagner attack (adam ontumusartop)

« L-BFGS

- JSMA

« JSMA-Z

« JSMA-F

* Target class method x4, = x — & sign (V,J (X, Yearget))
 etc

Adversarial Attacks and Defences: A Survey (2018)
https://arxiv.org/pdf/1810.00069.pdf
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BHe3anHo

Cross-technique transferability Cross-Training Data Transferability
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http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf
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Kakue ewe bbiBaloT atakm

White-Box Gray-Box Black-Box

Confidence
Reduction
Adversary’s
Knowledge
Misclassification

> Targeted

Adversary’s B | M Adversary’s

Objective B e ll  Specificity

l—:::- Non-targeted

Targeted
Misclassification Attack
Frequency

Source/Target
Misclassification

One-time Iterative

https://github.com/oseledets/dI2023/blob/main/lectures/lecture-12/lecture-12.ipynb
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White / Black

ApXUTEKTYpa CETN U3BeCTHa
MMnepnapameTpbl U3BECTHbI
Mo>XHO nony4uTb NpeackasaHus u
rpagueHT

https://habr.com/ru/companies/avito/articles/452142/

White box vs

Black box

ApXUTEKTYpa CEeTU Hen3BecTHa
MnepnapameTpbl HEU3BECTHbI
MoXHO nonyuuTb NnpeackasaHus (¢
orpaHuyeHVsIMN)



https://habr.com/ru/companies/avito/articles/452142/

/ Gray

Non-adaptive black box attack: aTakytowuin anroputm nmeeT JOCTYN K pacnpeneneHuio
TpenHa ncxogHon mogenun. Torga CTpOUTCA CBOSI MOAESb M 3aJada pelwlaeTcs Kak white box.

Adaptive black box attack: aTakyrownm anroputm MMeeT BO3MOXKHOCTb NOSlyyaTb NpeankTbl
MCXOQHOW MOoAEenNu OTApaBnisst 3anpochl

Strict black box attack: atakyowuin anroput™ MMeeT BO3MOXXHOCTb NOSYy4YnUTb YacTb TPENHA
NCXOOHOW Moaenu.

Adversarial Attacks and Defences: A Survey (2018)
https://arxiv.org/pdf/1810.00069.pdf
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Poison / Evasion

Evasion — aTaka y>xe oby4yeHHON Moaenu

Poison — aTaka BO BpeMsi 00y4yeHusi (Hanpnumep, N3MeHeHne gaHHbIX)

Adversarial Attacks and Defenses on Graphs: A Review, A Tool and Empirical Studies (2020)
https://arxiv.org/pdf/2003.00653.pdf



https://arxiv.org/pdf/2003.00653.pdf

Llenn

« Confidence reduction
« Misclassification
« Targeted misclassification (KOHKpeTHbIV LeneBon Knacc)

« Source/Target misclassification (napa ncxoaHbIn Knacc — LeneBon Knacc)

Adversarial Attacks and Defences: A Survey (2018)
https://arxiv.org/pdf/1810.00069.pdf
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Kakune ewie 6biBaloT aTakum
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Adversarial Attacks and Defences: A Survey (2018)
https://arxiv.org/pdf/1810.00069.pdf
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BeH4YMapKku

() RoBusTBENCH

A standardized benchmark for adversarial robustness

https://robustbench.github.io/

B l=ls
@ R'nbﬂst

https://github.com/DSE-MSU/DeepRobust?tab=readme-ov-file#graph-attack-and-defense
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Ha nanbuax

Clean Graph Perturbed Graph

Adversarial Attacks and Defenses on Graphs: A Review, A Tool and Empirical Studies (2020)
https://arxiv.org/pdf/2003.00653.pdf
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HyTb mMeHee Ha nanbuax

mein Lirain(fo(G)) = Z C(fo(X,A)i,yi)

v; €EVY,

max Lawe(fo(G)) = Y lat (fO*(é)u,yu)

weVy

Takoe 4To 6" = arg mein Lirain (f9 (G/))

n JA=Alo+||X-X|lo <A  Biomxker

Adversarial Attacks and Defenses on Graphs: A Review, A Tool and Empirical Studies (2020)
https://arxiv.org/pdf/2003.00653.pdf
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CeTTUHr

Kpome node classification ectb aTakn Ha node embeddings wu link prediction

UacTo B cTaTbsIX paccMaTpuBaeTCs KOHKpeTHas target BeplunHa, Ha KOTopon Hago oobutbes
OoLNBKM mogenu

Are Defenses for Graph Neural Networks Robust? (2022) Adversarial Attacks on Node Embeddings via Graph Poisoning (2019)
https://openreview.net/pdf?id=yCJVKELVT9d https://arxiv.org/pdf/1809.01093.pdf



https://openreview.net/pdf?id=yCJVkELVT9d
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MeTpukun

#yCHelHbIX aTaK

Attack success rate ASR =
#4YUCJI0 BCEX aTaK

pt,classt

Classification margin CM(t) = log

axclassiclasstpt,class

#HeBepHOe KJ1acCUPULIMPOBAHHBIX 3JIEMEHTOB

- P MSR =
Misclassification Rate H#BCeX 3JIeMEeHTOR

# NU3MeHEeHHbIX pebep

Average Modified links  AML =
#Bcero pebep




MeTpukun

A ewe

- DPR (Damage Prevention Ratio)

« Certified Accuracy

« Concealment measures

-  Similarity score

* Average Worst-case Margin

* Robustness Merit (RM)

« Average Defense Rate (ADR)

« Average Confidence Different (ACD)




White / Gray /Black

Bce napameTpbl mogenu, Bce npomexyTouHble
TPEWH, puuun, maTtpuua BapuaHTbl (Hanpumep:
CBSI3HOCTH OOCTYN K TPENHY, HO He K

napameTpam Moaesnn)

Adversarial Attacks and Defenses on Graphs: A Review, A Tool and Empirical Studies (2020)
https://arxiv.org/pdf/2003.00653.pdf

Bce dunun, matpuua
CBSA3HOCTW, NPEAUKTbI
aTakyemon Modenu vyepes
3anpochl
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OBPUNCTUKN

The ROAM heuristic given a budget b:
e Step 1: Remove the link between the source
node, vf, and its neighbour of choice, vg;

e Step 2: Connect vg to b — 1 nodes of choice,
who are neighbours of v' but not of vy (if there
are fewer than b — 1 such neighbours, connect
Vg to all of them).

The DICE heuristic given a budget b:
e Step 1: Disconnect d < b links from within
Oz

e Step 2: Connect b— d nodes from within CT to
b — d nodes from outside of C'.

Hiding Individuals and Communities in a Social Network
https://arxiv.org/pdf/1608.00375.pdf

Remove one add many

Disconnect Internally, Connect Externally
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White-box gradient attack

Links selection Adversarial network: G Misclassification result Attack result

“Then, for each target node, we design a target loss function, based on which we calculate the partial derivative, and further the gradient information, for
each pair of nodes in the network. After that, we select the pair of nodes of the maximum absolute gradient to update the adversarial network.”

Fast Gradient Attack on Network Embedding
https://arxiv.org/pdf/1809.02797.pdf
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White-box gradient attack
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Adversarial Attack on Graph Structured Data (2018)
https://arxiv.org/pdf/1806.02371.pdf
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PGD -> Projected Randomized Block
Coordinate Descent (PR-BCD)

Algorithm 1 Projected Randomized Block
Coordinate Descent (PR-BCD)

1: Imput: Gr. (A, X), lab. y, GNN fo(-), loss £
2: Parameter: budget A, block size b, epochs E
& Ees., heuristic h(. .. ), learning rate o

: Draw w/o replacement i0€{0, 1,. .. - 1}b

3

4: Initialize zeros for po € R®
5: fort € {1,2,...,E} do
6.
7
8

xo =X
Xe41 = Clip(x, + € sign (vx](x: ytrue)))

VS Y+ fo(A®pi-1,X)
Pt < Pt—1+ atvpt—l[it—l][’(g’ y)
' Projection Pt < HIE[Bemoulli(pt)]SA(pt)
9: it — 'i»t—l
10: if t < E.s. then

11: maskies. < h(pt)
12; Pt [maskees | < O
13: Resample 2; [mask |

14: P ~ Bernoulli(pg) s.t. ). P < A
15: Return A @ P

Robustness of graph neural networks at scale. (NIPS, 2021)
https://arxiv.org/pdf/2110.14038.pdf



https://arxiv.org/pdf/2110.14038.pdf

NETTACK

Algorithm 1: NETTACK: Adversarial attacks on graphs

Graph structure preserving perturbations

o Input: Graph G(©) « (A, X(9)) target node vy,
(peyb O COXpaHEHUM pacnpeaeneHus cTeneHel

attacker nodes A, modification budget A

BEPLUNH) Output: Modified Graph G’ = (A’, X")
Train surrogate model on G(%) to obtain W // Eq. (13);
. . . te0;
Feature statistics preserving perturbations while [A®) — A | 4+ X _ x| < A do
(coxpaHsiem COBMECTHOE pacnpeneneHme Cstruct «— candidate_edge_perturbations(A®), A) ;
du1y 1 NX COBCTPEYHaEMOCTb) e* = (u*,0") « argmax Sseruct (e; Gm,vo) :

e€Cstruct
Cfeat < candidate_Feature_perturbations(X(’), A) ;

f*= ", i") « argmax Sfeat (f?G(t), 00) ;
fECfeat
ifsstruct(e*ic(t), v) > sfeat(f*§G(t), o) then
G(t+1) — G(l) + e*;
else GU*) «— G + f*,
t—t+1;

return :G(?)

“Among these elements we pick the one which obtains the highest // Train final graph model on the corrupted graph G(*);
difference in the log-probabilities”

Adversarial Attacks on Neural Networks for Graph Data (2021)
https://arxiv.org/pdf/1805.07984.pdf
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SawumnTbl




Kak noBbillaloT YCTONYMBOCTDb

Adversarial training

TpeHupyeM Mofenb Ha UCXOAHbIX AaHHbIX U Ha CreHEepPUPOBAaHHbIX aTaKyLWUMM
ceTaAMM, Ucnonb3yem NHdopMaLMio O pacrnpeaeneHum Ha TecTe

Empowering Graph Representation Learning with Test-Time Graph Transformation (ICLR 2023)
https://openreview.net/pdf?id=LnxI5pr018

IDEA: Invariant Causal Defense for Graph Adversarial Robustness (2023)
https://arxiv.org/pdf/2305.15792.pdf

CrnaxxkuBaHuma n paHaAoMu3aummn

[o6asnsem npu oby4eHnn mogenu criydanmHblii LWyM B NapamMeTpbl camon mogenu, nmbo
CAIMMNNPYeM aTaku 1 BbibMpaem Hambornee YyacTbli Knacc npegukra

Certified Adversarial Robustness via Randomized Smoothing (2019)

https://arxiv.org/pdf/1902.02918.pdf

Certified Robustness of Graph Classification against Topology Attack with Randomized Smoothing (2020)
https://arxiv.org/pdf/2009.05872.pdf



https://arxiv.org/pdf/1902.02918.pdf
https://arxiv.org/pdf/2009.05872.pdf
https://openreview.net/pdf?id=Lnxl5pr018
https://arxiv.org/pdf/2305.15792.pdf

M T
Adversarial training
Labeled as bird Still has same label (bird)

»
>

Decrease
probability
of bird class

http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf
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Virtual adversarial training

Unlabeled; model New guess should
guesses it’s probably match old guess
a bird, maybe a plane (probably bird, maybe plane)

7

perturbation
intended to

change the guess

http://cs231n.stanford.edu/slides/2017/cs231n_2017_lecture16.pdf
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Kak noBbilwaT yCTOMYNBOCTDL

O6dyckauus
MackupoBaHue nnu obdyckauma rpagueHTa, mogmukaumnsa BbIXogos Mogenun (Hanpumep, He
HOpManun3oBaTb CKOPbI U Np.)

Adversary for Social Good: Leveraging Attribute-Obfuscating Attack to Protect User Privacy on Social Networks (2023)
https://link.springer.com/chapter/10.1007/978-3-031-25538-0 37

AHcambnupoBaHue

MCI'IOJ'Ib3yeM HECKOJ1bKO pa3HbIX Moaenen ans npegukTa, pe3ynbTaTt roylocoBaHnem

Certifiable Robustness

[Mony4aeMm OLEHKM Ha AONK0 YCNELIHO aTakoBaHHbIX HOA ANs pa3HbIX TUMOB aTak,
onpegensieM rpaHuubl rae moaenb pobacTHa

Certifiable Robustness and Robust Training for Graph Convolutional Networks (KDD, 2019)
https://arxiv.org/pdf/1906.12269.pdf
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Certifiable Robustness — To)xe Kpoin4ubs Hopa

Robustness Verification Approaches
[

g ) !
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Robust Training Approaches



Kak noBbilwaT yCTOMYNBOCTDL

Adversarial Perturbation Detection u Graph Purification

MbiTaemcs NGO naeHTUPUUMPOBaThL NMMBO OYNCTUTL rpad OT AaHHbIX, KOTOPbIE MOTYT
ObITb poisoned

Characterizing malicious edges targeting on graph neural networks (2018)
https://openreview.net/pdf?id=HJxdAoCcYX

GraphSAC: Detecting anomalies in large-scale graphs (2019)
https://arxiv.org/pdf/1910.09589.pdf

All you need is low (rank) defending against adversarial attacks on graphs (2020)
https://dl.acm.org/doi/pdf/10.1145/3336191.3371789

Adversarial examples for graph data: deep insights into attack and defense (2019)
https://arxiv.org/pdf/1903.01610.pdf

Attention Mechanism

C nomoubto attention onpegensiem kakme pebpa n Hoabl poisoned, fanee OHK
nosly4atoT MeHbLUNN BEC

GNNGUARD: Defending Graph Neural Networks against Adversarial Attacks
https://arxiv.org/pdf/2006.08149.pdf



https://arxiv.org/pdf/2006.08149.pdf
https://openreview.net/pdf?id=HJxdAoCcYX
https://arxiv.org/pdf/1910.09589.pdf
https://dl.acm.org/doi/pdf/10.1145/3336191.3371789
https://arxiv.org/pdf/1903.01610.pdf

Ewe oauH B3rngaa Ha sawnTbl

Taxonomy | Selected Defenses Other Defenses
. Jaccard-GCN [48]
Impr}?ving Unsupervised SVD-GCN [12] [10, 26, 50, 59, 60]
Srap Supervised | ProGNN [30] [51, 43, 56]
Improving Robust training | n/a (see § C) [6,9, 14, 22, 27, 28, 41, 52, 53, 54]
training Further training principles | GRAND [15] [5, 11, 29, 39, 42, 55, 61, 64, 65]
Adaptively Rule-based | GNNGuard [58] [31, 36,.37,.57]
Improving welghtlng Probabilistic | RGCN [63] [8, 13, 24, 25 " 38]
architecture  edges Robust agg. | Soft-Median-GDC [17] [7, 16, 47]
Miscellaneous | n/a (see above) [40, 46, 49]

Are Defenses for Graph Neural Networks Robust? (NIPS, 2022)

https://openreview.net/pdf?id=yCJVKELVT9d
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Kenceol

« E-com

* Fake news detectors

*  Probability of default

* YctonumsocTb rpacdha DNS-cepsepoB

Attacking Fake News Detectors via Manipulating News Social Engagement (2023)
https://arxiv.org/pdf/2302.07363.pdf
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https://qithub.com/safe-graph/graph-adversarial-learning-literature

https://github.com/ChandlerBang/awesome-graph-attack-papers
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